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Attack Category

» Path spoofing or confusion problem

Vulnerability Category

* |Indeterminate File/Path
¢ TOCTOU - Time of Check, Time of Use

Softwar e Context

* File Management

L ocation

Description

« shiobj.h

Copies, moves, renames, or deletes afile system
object.

SHFileOperation is vulnerable to TOCTOU attacks.
Thisfunction is a use-category TOCTOU function.
The file parametersin the struct parameter must be
absolute paths or this function is not thread-safe.

APIs

Function Name Comments

SHFileOperation Need to examine
SHFILEOPSTRUCT to
find race parameter

Method of Attack

Exception Criteria

The key issue with respect to TOCTOU
vulnerabilities is that programs make assumptions
about atomicity of actions. It is assumed that
checking the state or identity of atargeted resource
followed by an action on that resourceis all one
action. In reality, there is a period of time between
the check and the use that allows either an attacker to
intentionally or another interleaved process or thread
to unintentionally change the state of the targeted
resource and yield unexpected and undesired results..

Since this function relies on a*name* thereis
an opportunity for the attacker to substitute an
undesired file in place between a check and this use.

Solutions

Solution Solution Solution
Applicability | Description Efficacy
Generaly Utilize afile Effective
applicable. descriptor

1. http://buildsecurityin.us-cert.gov/bsi/about_us/authors/35-BS|.html (Barnum, Sean)
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version of stat/

fstat when
checking.
Generaly Themost basic | Does not
applicable. advice for resolve the
TOCTOU underlying
vulnerabilities | vulnerability
isto not but limits the
perform acheck | false sense of
beforetheuse. | security given
Thisdoesnot | by the check.
resolve the
underlying
issue of the
execution of
afunction on
aresource
whose state and
identity cannot
be assured, but
it does help
to limit the
false sense of
security given
by the check.
Attempt to
create the
directory and
then check
status after the
creation.
Generaly Limit the Does not
applicable. interleaving eliminate the
of operations  |underlying
on filesfrom vulnerability
multiple but can help
processes. make it more
difficult to
exploit.
Generdly Limit the spread | Does not
applicable. of time (cycles) | eliminate the
between the underlying
check and use | vulnerability
of aresource. | but can help
make it more
difficult to
exploit.
Generally Recheck the Effectivein
applicable. resource after | some cases.
the use call
to verify that
the action
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was taken
appropriately.

Signature Details

Examples of Incorrect Code

int SHFileOperation(LPSHFILEOPSTRUCT
[pFileOp);

int main(int argc, char* argv[])

{

int r = del _dir("c:\\tnp\
\test","*");

}

int del _dir(char *path, char *ext)
{
SHFI LEOPSTRUCT so = {0};

char whol e_pat h[ MAX_PATH] = {0};
int res = -1;

i nt check_status;

struct stat statbuf;

check_st at us=st at (path, &statbuf);
[...]

so. wrunc = FO DELETE;

so. f Fl ags = FOF_NOCONFI RVATI ON;
so. fFl ags | = FOF_NCERRCRUI ;

so. hwnd = NULL;

sprintf(whol e_path, "%\ \ %

\0\ 0", pat h, ext);

s0. pFrom = (LPCSTR) whol e_pat h;

[*renove fil es*/
res = SHFi | eOperation(&so);

if(res == 0 && ! _stricnp(ext,"*"))

res = ! RenoveDirectory(path);
return(res);
}

Examples of Corrected Code /* No check ... So no TOCTQU

vul nerability */

/* Delete a folder that is not
enpty */
int main(int argc, char* argv[])

{

int r = del _dir("c:\\tm\
\test","*");

}

int del _dir(char *path, char *ext)
{
SHFI LEOPSTRUCT so = {0};

char whol e_pat h[ MAX_PATH] = {0};
int res = -1;

so. wkunc = FO _DELETE;
so. f Fl ags = FOF_NOCONFI RVATI ON;
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so.fFlags | = FOF_NCERRORUI ;
so. hwnd = NULL;

sprintf(whol e _path,"%\\%

\0\ 0", pat h, ext);

so. pFrom = ( LPCSTR) whol e_pat h;

/*renove files*/

res = SHFi | eOperation(&so);

if(res == 0 && ! stricnp(ext,"*"))
res = | RenoveDirectory(path);

return(res);

}
Sour ce References e http://msdn.microsoft.com/library/default.asp?
url=/library/en-us/shellcc/platform/shell/
reference/functions/shfileoperation.asp?

http://msdn.microsoft.com/library/default.asp?
url=/library/en-ug/shellcc/platform/shell/

reference/functions/shfileoperation.asp®

*  http://www.codecomments.com/
archive371-2005-6-529312.html

Recommended Resour ce

Discriminant Set Operating System +  Windows
L anguages - C
e C++
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